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(57) ABSTRACT

The disclosed embodiments relate to a system that optimizes
a prognostic-surveillance system to achieve a user-selectable
functional objective. During operation, the system allows a
user to select a functional objective to be optimized from a
set of functional objectives for the prognostic-surveillance
system. Next, the system optimizes the selected functional
objective by performing Monte Carlo simulations, which
vary operational parameters for the prognostic-surveillance
system while the prognostic-surveillance system operates on
synthesized signals, to determine optimal values for the
operational parameters that optimize the selected functional
objective.

DURING A TRAINING MODE, RECEIVE
TRAINING DATA COMPRISING TIME-SERIES
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. DURING A TRAINING MODE, RECEIVE | | RECEIVE NEW TIME-SERIES SIGNALS
 TRAINING DATA COMPRISING TIME-SERIES| . GATHERED FROM SENSORS IN THE
| SIGNALS GATHERED FROM SENSORS IN | MONITORED SYSTEM

| THE MONITORED SYSTEM DURING | 302

NORMAL FAULT-FREE OPERATION
202
USE THE INFERENTIAL MODEL TO

T | SET OF TIME-SERIES SIGNALS BASED ON |
DIVIDE THi TRAINING DATA INTOA | THE NEW TIME-SERIES SIGNALS |

TRAINING SET AND A VALIDATION SET | 204
204 | f

. USE THE TRAINING SET TO TRAIN THE |
 INFERENTIAL MODEL TO PREDICT VALUES|
 FOR THE TIME-SERIES SIGNALS AND ALSO|
 TEST THE INFERENTIAL MODEL BASED ON |
? THE VALIDATION SET |

AND THE ESTIMATED VALUES FOR THE
SET OF TIME~-SERIES SIGNALS TO
PRODUCE RESIDUALS
306

| PERFORM A SPRT ON THE RESIDUALS TO |
| PRODUCE SPRT ALARMS HAVING |
ASSOCIATED TRIPPING FREQUENCIES
308

| DETECT INCIPIENT ANOMALIES BASED ON |
f THE TRIPPING FREQUENGIES ;

"END
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ALLOW AUSER TO SELECT A FUNCTIONAL
OBJECTIVE TO BE OPTIMIZED FROM A SET
OF FUNCTIONAL OBJECTIVES FOR THE
PROGNOSTIC-SURVEILLANCE SYSTEM
1102

OPTIMIZE THE SELECTED FUNCTIONAL
OBJECTIVE BY PERFORMING MONTE
CARLO SIMULATIONS, WHICH VARY
OPERATIONAL PARAMETERS FOR THE
PROGNOSTIC-SURVEILLANCE SYSTEM
WHILE THE PROGNOSTIC-SURVEILLANCE
SYSTEM OPERATES ON SYNTHESIZED
SIGNALS, TO DETERMINE OPTIMAL
VALUES FOR THE OPERATIONAL
PARAMETERS THAT OPTIMIZE THE
SELECTED FUNCTIONAL OBJECTIVE
1104

END

FIG. 11
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OPTIMIZING A
PROGNOSTIC-SURVEILLANCE SYSTEM TO
ACHIEVE A USER-SELECTABLE
FUNCTIONAL OBJECTIVE

BACKGROUND

Field

[0001] The disclosed embodiments generally relate to
techniques for using machine-learning (ML) models to
perform prognostic-surveillance operations based on sensor
signals received from a monitored asset. More specifically,
the disclosed embodiments relate to a technique for opti-
mizing a prognostic-surveillance system to achieve a user-
selectable functional objective.

Related Art

[0002] Large numbers of sensors are presently being
deployed to monitor the operational health of critical assets
in a large variety of business-critical systems. For example,
a medium-sized computer data center can include over
1,000,000 sensors monitoring thousands of servers, a mod-
ern passenger jet can mclude 75,000 sensors, an o1l refinery
can include over 1,000,000 sensors, and even an ordinary car
can have over 100 sensors. These sensors produce large
volumes of time-series sensor data, which can be used to
perform prognostic-surveilllance operations to {facilitate
detecting incipient anomalies. This makes it possible to take
remedial action before the incipient anomalies develop 1nto
failures 1n the monitored assets.

[0003] ML-based prognostic-surveillance techniques typi-
cally operate by training an ML model (also referred to as an
“inferential model™) to learn correlations among time-series
signals. The trained ML model 1s then placed 1n a surveil-
lance mode where 1t 1s used to predict values for time-series
signals based on the correlations with other time-series
signals, wherein deviations between actual and predicted
values for the time-series signals trigger alarms that indicate
an 1ncipient anomaly. This makes it possible to perform
remedial actions before the underlying cause of the incipient
anomaly leads to a catastrophic failure.

[0004] However, there exist complex tradeofls among
various operational functional objectives that directly aflect
the eflectiveness of a prognostic-surveillance system in
specific use cases. In particular, the following three main
functional objectives define a “Quality of Information™
(QOI) for a prognostic-surveillance system. (1) Fast
Anomaly Detection—It 1s desirable i safety-critical and
mission-critical systems to provide early warnings for subtle
incipient faults 1n noisy process signals. An early warning
provides more time for a human operator to take appropriate
actions to mitigate or avoid costly or dangerous failures, and
more time for automated techniques to proactively schedule
service actions. (2) High Prognostic Accuracy—It 1s also
desirable for prognostic-surveillance systems to make accu-
rate predictions about whether anomalies exist, wherein this
“prognostic accuracy”’ can be measured in terms ol false-
alarm probabilities (FAPs) and missed-alarm probabilities
(MAPs). (3) Low Compute Cost—In other systems, prog-
nostic accuracy and early anomaly detection are somewhat
less 1mportant and it 1s more important to achieve an
acceptable compute cost. This 1s especially critical 1n large-
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scale time-series databases, wherein 1t 1s important to reduce
memory footprint requirements, caching requirements, and
overall compute cost.

[0005] However, researchers have discovered that there
exist complex and nonlinear tradeofls among these three
primary QOI objectives. Hence, an inherent challenge (and
opportunity) exists i attempting to simultaneously achieve
the three functional requirements because they are associ-
ated with competing objectives. This means 1t 1s impossible
to configure a prognostic-surveillance system to optimize all
three objectives simultaneously. This 1s because improving
the prognostic-surveillance system to meet any one objec-
tive can cause progress toward the other two objectives to
decrease. Also, 1t 1s rarely the case that a customer desires,
needs, or 1s interested in paying for all three objectives to be
achieved for a specific use case.

[0006] Hence, what 1s needed 1s technique for optimizing
a prognostic-surveillance system to achieve one or more
functional objectives for a specific prognostic-surveillance
use case.

SUMMARY

[0007] The disclosed embodiments relate to a system that
optimizes a prognostic-surveillance system to achieve a
user-selectable functional objective. During operation, the
system allows a user to select a functional objective to be
optimized from a set of functional objectives for the prog-
nostic-surveillance system. Next, the system optimizes the
selected functional objective by performing Monte Carlo
simulations, which vary operational parameters for the prog-
nostic-surveillance system while the prognostic-surveillance
system operates on synthesized signals, to determine opti-
mal values for the operational parameters that optimize the
selected functional objective.

[0008] In some embodiments, the set of functional objec-
tives for the prognostic-surveillance system includes: (1)
fast anomaly detection, which can be evaluated 1n terms of
an average sample number (ASN) for a detection decision;
(2) high prognostic accuracy, which can be evaluated 1n
terms of false alarm probabilities (FAPs) and missed alarm
probabilities (MAPs); and (3) low compute cost, which can
be evaluated 1n terms of required computational operations
and memory usage.

[0009] In some embodiments, the prognostic-surveillance
system uses an inferential model while detecting incipient
anomalies, wherein the operational parameters include one
or more ol the following: a number of signals in the
inferential model; a number of samples for each signal;
signal-to-noise ratios for the signals; and a number of
training vectors for the inferential model.

[0010] In some embodiments, the prognostic-surveillance
system uses a sequential probability ratio test (SPRT) while
detecting 1incipient anomalies, wherein the operational
parameters include one or more of the following SPRT
parameters: a desired false alarm probability parameter o; a
desired missed alarm probability parameter [3; a varance
parameter V; and a sensitivity parameter M.

[0011] Insome embodiments, unselected functional objec-
tives 1n the set of functional objectives become subordinate
objectives and/or constraints while performing the Monte
Carlo simulations.

[0012] Insome embodiments, the system uses a stochastic
gradient-descent technique to optimize the selected func-
tional objective while performing Monte Carlo simulations.
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[0013] In some embodiments, the system performs digital
filtering operations on signals received by the prognostic-
survelllance system to reduce signal-to-noise ratios of the
signals, which 1improves prognostic accuracy and reduces
detection time while increasing compute costs.

[0014] In some embodiments, the system performs intel-
ligent data preprocessing operations on signals received by
the prognostic-surveillance system to improve signal qual-
ity, which improves prognostic accuracy and reduces detec-
tion time while increasing compute costs.

[0015] In some embodiments, the system configures the
prognostic-surveillance system to use the optimal values for
the operational parameters during subsequent prognostic-
surveillance operations.

BRIEF DESCRIPTION OF THE FIGURES

[0016] FIG. 1 1llustrates an exemplary prognostic-surveil-
lance system 1n accordance with the disclosed embodiments.
[0017] FIG. 2 presents a tlow chart illustrating a process
for training an inferential model in accordance with the
disclosed embodiments.

[0018] FIG. 3 presents a tlow chart illustrating a process
for using an inferential model to perform prognostic-sur-
veillance operations in accordance with the disclosed
embodiments.

[0019] FIG. 4 presents a block diagram illustrating a
process for optimizing objectives for a prognostic-surveil-
lance system 1n accordance with the disclosed embodiments.
[0020] FIG. 5 presents a graph illustrating an empirical
alpha as a function of a desired FAP target o and desired
MAP target 3 for a sequential probability ratio test (SPRT)
in accordance with the disclosed embodiments.

[0021] FIG. 6 presents a graph illustrating an empirical
alpha as a function of a signal variance parameter V and
sensitivity parameter M for a SPRT 1n accordance with the
disclosed embodiments.

[0022] FIG. 7 presents a graph illustrating an empirical
alpha as a function of a and V i accordance with the
disclosed embodiments.

[0023] FIG. 8 presents a graph illustrating an average
sample number till alarm as a function of V and p 1n
accordance with the disclosed embodiments.

[0024] FIG. 9 presents a graph illustrating an average
sample number ti1ll alarm as a function of a and p 1n
accordance with the disclosed embodiments.

[0025] FIG. 10A presents graphs illustrating how MSET
model-training time varies as a function of the number of
signals 1n the MSET model in accordance with the disclosed
embodiments.

[0026] FIG. 10B presents graphs illustrating how MSET
model-prediction time varies as a function of the number of
signals 1n the MSET model in accordance with the disclosed
embodiments.

[0027] FIG. 11 presents a tlow chart 1llustrating a process
for optimizing a prognostic surveillance system to meet a
selected functional objective 1 accordance with the dis-
closed embodiments.

DETAILED DESCRIPTION

[0028] The following description i1s presented to enable
any person skilled in the art to make and use the present
embodiments, and 1s provided 1n the context of a particular
application and 1ts requirements. Various modifications to
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the disclosed embodiments will be readily apparent to those
skilled in the art, and the general principles defined herein
may be applied to other embodiments and applications
without departing from the spirit and scope of the present
embodiments. Thus, the present embodiments are not lim-
ited to the embodiments shown, but are to be accorded the
widest scope consistent with the principles and features
disclosed herein.

[0029] The data structures and code described 1n this
detailed description are typically stored on a computer-
readable storage medium, which may be any device or
medium that can store code and/or data for use by a
computer system. The computer-readable storage medium
includes, but 1s not limited to, volatile memory, non-volatile
memory, magnetic and optical storage devices such as disk
drives, magnetic tape, CDs (compact discs), DVDs (digital
versatile discs or digital video discs), or other media capable
of storing computer-readable media now known or later
developed.

[0030] The methods and processes described i1n the
detailed description section can be embodied as code and/or
data, which can be stored 1n a computer-readable storage
medium as described above. When a computer system reads
and executes the code and/or data stored on the computer-
readable storage medium, the computer system performs the
methods and processes embodied as data structures and code
and stored within the computer-readable storage medium.
Furthermore, the methods and processes described below
can be included in hardware modules. For example, the
hardware modules can include, but are not limited to,
application-specific integrated circuit (ASIC) chips, field-
programmable gate arrays (FPGAs), and other program-
mable-logic devices now known or later developed. When
the hardware modules are activated, the hardware modules
perform the methods and processes included within the
hardware modules.

Exemplary Prognostic-Surveillance System

[0031] Before describing our technique for optimizing a
prognostic-surveillance system further, we first describe an
exemplary prognostic-surveillance system that the technique
can operate on. FIG. 1 illustrates an exemplary non-adaptive
prognostic-surveillance system 100 that accesses a time-
series database 106, containing time-series signals in accor-
dance with the disclosed embodiments. As 1llustrated in FIG.
1, prognostic-surveillance system 100 operates on a set of
time-series sensor signals 104 obtained from sensors in a
monitored system 102. Note that monitored system 102 can
generally include any type of machinery or facility, which
includes sensors and generates time-series signals. More-
over, time-series signals 104 can originate from any type of
sensor, which can be located 1n a component in monitored
system 102, including: a voltage sensor; a current sensor; a
pressure sensor; a rotational speed sensor; and a vibration
SEeNsor.

[0032] During operation of prognostic-surveillance sys-
tem 100, time-series signals 104 can feed into a time-series
database 106, which stores the time-series signals 104 for
subsequent analysis. Next, the time-series signals 104 either
teed directly from monitored system 102 or from time-series
database 106 into a multivariate state estimation technique
(MSET) pattern-recognition model 108. Although it 1s
advantageous to use an inferential model, such as MSET, for
pattern-recognition purposes, the disclosed embodiments
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can generally use any one of a generic class of pattern-
recognition techniques called nonlinear, nonparametric
(NLNP) regression, which includes neural networks, sup-
port vector machines (SVMs), auto-associative Kkernel
regression (AAKR), and even simple linear regression (LR).
[0033] Next, MSET model 108 1s “trained” to learn pat-
terns of correlation among all of the time-series signals 104.
This training process mvolves a one-time, computationally
intensive computation, which i1s performed oflline with
accumulated data that contains no anomalies. The pattern-
recognition system 1s then placed into a “real-time surveil-
lance mode,” wherein the trained MSET model 108 predicts
what each signal should be, based on other correlated
variables; these are the “estimated signal values” 110 1llus-
trated 1n FIG. 1. Next, the system uses a difference module
112 to perform a pairwise differencing operation between
the actual signal values and the estimated signal values to
produce residuals 114. The system then performs a “detec-
tion operation” on the residuals 114 by using SPRT module
116 to detect anomalies and possibly to generate an alarm
118. (For a description of the SPRT model, please see Wald,
Abraham, June 1945, “Sequential Tests of Statistical
Hypotheses.” Annuls of Mathematical Statistics. 16 (2):
117-186.) In this way, prognostic-surveillance system 100
can proactively alert system operators to incipient anoma-
lies, such as impending failures, hopefully with enough lead
time so that such problems can be avoided or proactively
fixed.

[0034] The prognostic surveillance system 100 1llustrated
in FIG. 1 operates generally as follows. During a training
mode, which 1s illustrated in the flow chart 1n FIG. 2, the
system recerves a training set comprising time-series signals
gathered from sensors 1n the monitored system under normal
fault-free operation (step 202). Next, the system divides the
training data into a training set and a validation set (step
204). The system then trains the inferential model to predict
values of the time-series signals based on the training set,
and also tests the inferential model based on the validation
set (step 206). During a subsequent surveillance mode,
which 1s illustrated by the flow chart 1n FIG. 3, the system
receives new time-series signals gathered from sensors in
the monitored system (step 302). Next, the system uses the
inferential model to generate estimated values for the set of
time-series signals based on the new time-series signals
(step 304). The system then performs a pairwise diflerencing
operation between actual values and the estimated values for
the set of time-series signals to produce residuals (step 306).
The system then analyzes the residuals to detect the incipient
anomalies 1n the monitored system. This involves perform-
ing a SPRT on the residuals to produce SPRT alarms with
associated tripping frequencies (step 308), and then detect-
ing incipient anomalies based on the tripping frequencies
(step 310). Note that these incipient anomalies can be
associated with an 1mpending failure of the monitored
system, or a malicious-intrusion event in the monitored
system.

Overview

[0035] Our new optimization system allows a user to
select their most business-critical or mission-critical prog-
nostic-surveillance objective, such as: fast anomaly detec-
tion, high prognostic accuracy or low compute cost. The
system then optimizes operational parameters for a prog-
nostic-surveillance system to achieve the customer’s
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selected objective. Note that when one objective 1s selected,
other unselected objectives become the subordinate objec-
tives/constraints during subsequent optimization operations.
This ensures that the subordinate objectives will meet or
exceed their minimal functional requirements 11 and when 1t
1s possible to do so.

[0036] Our new optimization system uses Monte Carlo
simulations to determine how to achieve the objectives.
Note that thus optimization proceeds empirically (by per-
forming Monte Carlo simulations) because of the stochastic
relationships between the functional objectives and the
underlying operational parameters ol a prognostic-surveil-
lance system, which renders this multi-objective, multi-
constraint big-data optimization use case not amenable to

conventional  closed-form  analytical  optimization
approaches.
[0037] The Monte Carlo simulations use a synthetic data

pump, which produces time-series signals that are associated
with various permutations of defects 1n a momtored asset.
This synthetic data pump can be used to generate signals that
vary operational parameters for the prognostic-surveillance
system, including: a number of signals in the inferential
model that 1s used by the prognostic-surveillance system; a
number of samples for each signal; signal-to-noise ratios for
the signals; and a number of traiming vectors for the infer-
ential model. The Monte Carlo simulations can be used to
answer a number of questions, such as: (1) “what happens 1
the signal-to-noise ratio 1n the time-series signals 1s greater
or less?”; (2) “what happens when the sampling rates are
greater or less?”; and (3) “what happens if more or fewer
training vectors are used to train the inferential model?”.
Although these Monte Carlo stimulations can require a lot of
time, the simulations only need to be performed once for
cach customer.

[0038] FIG. 4 presents a block diagram illustrating how
our new optimization system operates. The system starts
with an objective pool 401 that contains a number of
objectives, including: (1) high prognostic accuracy 402; (2)
fast anomaly detection 403; and (3) low compute cost 404.
The system first enables a customer to express a priority
preference 405 by selecting a specific functional objective to
be optimized. This enables the system to perform an objec-
tive and constraint selection operation 406. During this
operation, the system can convert the two unselected func-
tional objectives 1into subordinate objectives, or alternatively
into constraints.

[0039] The system then uses the objectives and constraints
to perform an optimization operation 407 based on Monte
Carlo simulations, which for example can perform a sto-
chastic (random-walk) gradient descent operation to pro-
duce a set of optimal operational parameters 408 for the
prognostic-surveillance system. Note that the Monte Carlo
simulations can make use of data from a telemetry parameter
synthesis system (TPSS) synthesized data pump 409. (See
U.S. patent application Ser. No. 17/334,392, entitled “Signal

Synthesizer Data Pump System” by inventors Matthew T.
Gerdes, et al., filed on 28 May 2021.)

[0040] These Monte Carlo simulations produce results
that can be used to optimize the operational parameters of
the prognostic-surveillance system. For example, the graph
illustrated 1 FIG. 5 illustrates how an empirical FAP
(empirical alpha) varies as a function of a desired FAP target
(a.) and a desired MAP target ({3). The number of observa-
tions 1n this example 1s 1,000,000, which 1s influenced by the
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sampling rate. (Note that the prognostic-surveillance system
uses a sequential probability ratio test (SPRT) while detect-
ing incipient anomalies, and the operational parameters can
include the following SPRT parameters: a desired FAP target
a.; a desired MAP target {3; a mean of the residual u; a
variance parameter V; and a sensitivity parameter M. Also
note that these SPRT parameters o, 3, 1, V and M can be
varied during the Monte Carlo simulations.)

[0041] As mentioned above, the parameters u and V are
the “mean of the residuals,” and *““variance of the residuals™
respectively, which are used to 1dentify whether an anomaly
may exist. If no anomaly exists (when u=0), then we do not
foresee any false alarms. If a large number of false alarms
are produced when no anomalies actually exist, the graph 1n
FIG. 5 can be used to detect this issue. (It means that
NumVecs was too small, and needs to be adjusted higher. Or,
in one embodiment of the invention, NumVecs 1s automati-
cally adjusted higher in a small iterative “inner loop™ until
the empirical false alarms are less than a).

[0042] In some cases, the Monte Carlo simulations can be
used to determine what the empirical false alarm rate actu-
ally 1s for the customer’s signals. For example if a customer
has poor-quality sensors and they want to achieve a 2% FAP
and a 2% MAP, their data quality may be so bad that 1t 1s not
teasible to achieve their goal, and this fact will be discovered
by the Monte Carlo simulations. We can then tell the
customer the desired FAP and MAP cannot be achueved with
the present signal quality and/or sampling rate. In another
example, a customer may want to be able to detect a
developing fault within ten seconds. However, 11 they have
poor-quality signals and a slow sampling rate, they may be
prevented from doing so. In this case, we need to tell the
customer that the desired detection speed 1s not possible
without better sensors or a higher sampling rate.

[0043] FIG. 6 presents a graph that illustrates empirical
alpha as a function of the SPRT variance parameter V and
sensitivity parameter M. If the signal-to-noise ratio (indi-
cated by the variance parameter V) 1s sufliciently poor, for
some combinations of V and M, we move 1nto a zone on the
graph where empirical alpha 1s unacceptably high. In this
case, we can adjust M and/or V to move out of the unac-
ceptable zone. For example, we can perform a filtering
operation to reduce signal variance, which will reduce
empirical alpha. However, this increases compute cost. Note
that 1f the system 1s outside of the unacceptable zone, we can
also optimize the operational parameters for fast anomaly
detection and low compute cost. FIG. 7 presents a graph that
illustrates empirical alpha as a function of a and V, wherein
B=a.

[0044] FIGS. 8 and 9 are associated with the fast anomaly
detection. More specifically, FIG. 8 presents a graph that
illustrates the average sample number t1ll alarm (ASN) as a
function of V and 3, and FIG. 9 presents a graph that
illustrates the ASN as a function of a and 3. In both of these
graphs, the ASN metric provides an indicator of how long 1t
takes to detect an anomaly. For example, a customer might
want to know within 10 seconds whether an anomaly exists.
In portions of the graph where the ASN 1s below 200, the
prognostic-surveillance system 1s able to make a decision
very quickly; this results in an ASN number below 200. By
carefully examining these graphs, we can adjust the opera-
tional parameters to achieve fast anomaly detection times
while simultaneously providing good performance for other
subordinate objectives. Also, if 1t 1s not possible to achieve

-
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the desired fast detection time, the optimization process will
detect this problem. Note that 1t 1s important for the cus-
tomer to be aware of this problem before they actually
proceed to implement a prognostic-surveillance system.
[0045] FIGS. 10A and 10B present graphs that demon-
strate the nonlinear relationship between the number of
signals 1n an MSET model and the corresponding compu-
tation time required to train the MSET model (FIG. 10A)
and the corresponding computation time required to detect
an anomaly (FIG. 10B). As we increase the number of
signals, the sampling rate and/or the number of vectors, the
compute cost goes up nonlinearly. This means that if we
want to improve FAP, we cannot arbitrarily increase the
number of signals, the sampling rate or the number of
vectors, because the compute cost may become unaccept-
ably high.

[0046] Also note that signals are sometimes quantized,
and 11 the resulting quality of the signals 1s poor, we can use
an 1ntelligent data preprocessing (IDP) technique to perform
a preprocessing operation to improve the signals that feed
into the prognostic-surveillance system. This has a compute
cost, but 1t can significantly reduce FAP and MAP rates and
can also reduce ASN. In situations where the signal quality
1s 1nsuflicient to meet the customer’s functional objectives
for accuracy and/or fast detection time, the sampling rate 1s
maxed out, and 1t 1s too costly to replace the sensors, we can
possibly use an IDP technique to improve the signals to meet
the functional objectives with a slightly higher compute
cost. (For a description of various IDP techniques, please see
U.S. Pat. No. 10,740,310, enftitled “Intelligent Preprocessing

of Multi-Dimensional Time-Series Data” by inventors
Dieter Gawlick, et al., filed on 10 Mar. 2018.)

Process of Producing Synthetic Signals

[0047] FIG. 11 presents a tlow chart illustrating a process
for optimizing an ML-based prognostic-surveillance system
to achieve a user-selectable functional objective in accor-
dance with the disclosed embodiments. During operation,
the system allows a user to select a functional objective to
be optimized from a set of functional objectives for the
prognostic-surveillance system (step 1102). Next, the sys-
tem optimizes the selected functional objective by perform-
ing Monte Carlo simulations, which vary operational param-
cters for the prognostic-surveillance system while the
prognostic-surveillance system operates on synthesized sig-
nals, to determine optimal values for the operational param-
cters that optimize the selected functional objective (step
1104).

[0048] Various modifications to the disclosed embodi-
ments will be readily apparent to those skilled 1n the art, and
the general principles defined herein may be applied to other
embodiments and applications without departing from the
spirit and scope of the present invention. Thus, the present
invention 1s not limited to the embodiments shown, but 1s to
be accorded the widest scope consistent with the principles
and features disclosed herein.

[0049] The foregoing descriptions of embodiments have
been presented for purposes of illustration and description
only. They are not mtended to be exhaustive or to limit the
present description to the forms disclosed. Accordingly,
many modifications and variations will be apparent to prac-
titioners skilled 1n the art. Additionally, the above disclosure
1s not intended to limit the present description. The scope of
the present description 1s defined by the appended claims.
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What 1s claimed 1s:

1. A method for optimizing a prognostic-surveillance
system to achieve a user-selectable functional objective,
comprising;

allowing a user to select a functional objective to be

optimized from a set of functional objectives for the
prognostic-surveillance system; and

optimizing the selected functional objective by perform-

ing Monte Carlo simulations, which vary operational
parameters for the prognostic-surveillance system
while the prognostic-surveillance system operates on
synthesized signals, to determine optimal values for the
operational parameters that optimize the selected func-
tional objective.

2. The method of claim 1, wherein the set of functional
objectives for the prognostic-surveillance system comprises:

fast anomaly detection, which can be evaluated 1n terms

of an average sample number (ASN) for a detection
decision;

high prognostic accuracy, which can be evaluated in terms

of false alarm probabilities (FAPs) and missed alarm
probabilities (MAPs); and

low compute cost, which can be evaluated 1n terms of

required computational operations and memory usage.

3. The method of claim 1, wherein the prognostic-sur-
veillance system uses an inferential model while detecting,
incipient anomalies, and wherein the operational parameters
include one or more of the following:

a number of signals in the inferential model;

a number of samples for each signal;

signal-to-noise ratios for the signals; and

a number of training vectors for the inferential model.

4. The method of claim 3, wherein the prognostic-sur-
veillance system uses a sequential probability ratio test
(SPRT) while detecting incipient anomalies, and wherein the
operational parameters include one or more of the following
SPR1 parameters:

a desired false alarm probability parameter «;

a desired missed alarm probability parameter [3;
a variance parameter V; and

a sensitivity parameter M.

5. The method of claim 1, wherein unselected functional
objectives 1n the set of functional objectives become sub-
ordinate objectives and/or constraints while performing the
Monte Carlo simulations.

6. The method of claim 1, wherein the method uses a
stochastic gradient-descent technique to optimize the
selected functional objective while performing the Monte
Carlo simulations.

7. The method of claim 1, wherein the method further
comprises performing digital filtering operations on signals
received by the prognostic-surveillance system to reduce
signal-to-noise ratios of the signals, which improves prog-
nostic accuracy and reduces detection time while increasing,
compute costs.

8. The method of claim 1, wherein the method further
comprises performing intelligent data preprocessing opera-
tions on signals received by the prognostic-surveillance
system to improve signal quality, which improves prognos-
tic accuracy and reduces detection time while increasing
compute costs.

9. The method of claim 1, wherein the method further
comprises configuring the prognostic-surveillance system to
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use the optimal values for the operational parameters during
subsequent prognostic-surveillance operations.

10. A non-transitory computer-readable storage medium
storing mstructions that when executed by a computer cause
the computer to perform a method for optimizing a prog-
nostic-surveillance system to achieve a user-selectable func-
tional objective, the method comprising:

allowing a user to select a functional objective to be

optimized from a set of functional objectives for the
prognostic-surveillance system; and

optimizing the selected functional objective by perform-

ing Monte Carlo simulations, which vary operational
parameters for the prognostic-surveillance system
while the prognostic-surveillance system operates on
synthesized signals, to determine optimal values for the
operational parameters that optimize the selected func-
tional objective.

11. The non-transitory computer-readable storage
medium of claim 10, wherein the set of functional objectives
for the prognostic-surveillance system comprises:

fast anomaly detection, which can be evaluated 1n terms

of an average sample number (ASN) for a detection
decision;

high prognostic accuracy, which can be evaluated in terms

of false alarm probabilities (FAPs) and missed alarm
probabilities (MAPs); and

low compute cost, which can be evaluated 1n terms of

required computational operations and memory usage.

12. The non-transitory computer-readable storage
medium of claim 10, wherein the prognostic-surveillance
system uses an inferential model while detecting incipient
anomalies, and wherein the operational parameters include
one or more of the following:

a number of signals 1n the inferential model;

a number of samples for each signal;

signal-to-noise ratios for the signals; and

a number of training vectors for the inferential model.

13. The non-transitory computer-readable storage
medium of claim 12, wherein the prognostic-surveillance
system uses a sequential probability ratio test (SPRT) while
detecting incipient anomalies, and wherein the operational
parameters include one or more of the following SPRT
parameters:

a desired false alarm probability parameter «.;

a desired missed alarm probability parameter 3;

a variance parameter V; and

a sensitivity parameter M.

14. The non-transitory computer-readable storage
medium of claim 10, wherein unselected functional objec-
tives 1n the set of functional objectives become subordinate
objectives and/or constraints while performing the Monte
Carlo simulations.

15. The non-transitory computer-readable storage
medium of claim 10, wherein the method further comprises
performing digital filtering operations on signals received by
the prognostic-surveillance system to reduce signal-to-noise
ratios of the signals, which 1mproves prognostic accuracy
and reduces detection time while increasing compute costs.

16. The non-transitory computer-readable storage
medium of claim 10, wherein the method further comprises
performing intelligent data preprocessing operations on sig-
nals received by the prognostic-surveillance system to
improve signal quality, which improves prognostic accuracy
and reduces detection time while increasing compute costs.
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17. A system that optimizes a prognostic-surveillance
system to achieve a user-selectable functional objective,
comprising;

a computing system with one or more processors and one

or more assoclated memories; and

an optimization mechanism that executes on the comput-

ing system, wherein during operation, the optimization

mechanism:

allows a user to select a functional objective to be
optimized from a set of functional objectives for the
prognostic-surveillance system, and

optimizes the selected functional objective by perform-
ing Monte Carlo simulations, which vary operational
parameters for the prognostic-surveillance system
while the prognostic-surveillance system operates on
synthesized signals, to determine optimal values for
the operational parameters that optimize the selected
functional objective.

18. The system of claim 17, wherein the set of functional
objectives for the prognostic-surveillance system comprises:

fast anomaly detection, which can be evaluated in terms
of an average sample number (ASN) for a detection
decision;
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high prognostic accuracy, which can be evaluated 1n terms
of false alarm probabilities (FAPs) and missed alarm
probabilities (MAPs); and
low compute cost, which can be evaluated 1n terms of
required computational operations and memory usage.
19. The system of claim 17, wherein the prognostic-
survelllance system uses an iferential model while detect-
ing incipient anomalies, and wherein the operational param-
cters include one or more of the following:
a number of signals in the inferential model;
a number of samples for each signal;
signal-to-noise ratios for the signals; and
a number of training vectors for the inferential model.
20. The system of claim 1, wheremn the prognostic-
survelllance system uses a sequential probability ratio test
(SPRT) while detecting incipient anomalies, and wherein the
operational parameters include one or more of the following
SPR1 parameters:
a desired false alarm probability parameter «.;
a desired missed alarm probability parameter 3;
a variance parameter V; and
a sensitivity parameter M.
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